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NYBEPHATOP KYOMO ObbABUIT O BXOXAEHUU BEOAYLLUX CMELUMUANTACTOB
NO KNBEPBE3OIMNMACHOCTU B COCTAB KOHCYJIbTATUBHOIO COBETA NO
KUBEPBE3OMNACHOCTU HbO-MOPKA (NEW YORK CYBER SECURITY
ADVISORY BOARD) U PYKOBOOUT BO3OBHOBUBWUMUCA YCUNUAMU MO
OBECMNEYEHUIO BE3OINACHOCTU BbIBOPOB B LUTATE HbIO-UOPK

'y6epHaTop 3Hapto M. Kyomo 06baBMN cerogns, Yto BeayLuime cneumanuncTbl B
obnactu knbepbesonacHOCTK BOLLSM B cOCTaB ero KoHCynbTaTMBHOIO coBeTa no
kmbepbesonacHocTu (Cyber Security Advisory Board), obecneuvs fansHewLyo 3awuTty
Hbto-Mopka B npegasepun KpUTn4eckn BaxkHbix BoibopoB 2020 roga. Kpome Toro,
rybepHaTtop Kyomo nopy4umn CoBeTy NPOBECTU OLEHKY yrpo3 6e30nacHOCTU U
LeNTOCTHOCTM HalnX BbIGOPOB 1 pekoMeHAoBaTb Mepbl MO YKpensneHno 6e3onacHoCTu
B X04e BbIOOPOB.

«Mbl OOMKHbI CMOTPETL B NULIO HALLIE HOBOW pearibHOCTU: hanbcudmrkaums BbioopoB
Tenepb SABMSeTCs O4HON U3 caMblX 6ONbLUMX YrPO3 HaLllen JeMoKpaTumn, — cKasan
ry6epHaTop Kyomo. — B oTcyTCTBME PYKOBOACTBA Ha (peepanbHOM YpoBHE ceinvac
Kak HMKorga BaXkHo, 4Tobbl Hbto-lopk Bo3rnasmn paboTty no obecnevyeHuto
©esonacHocTM Ha Bblbopax. A NpMBETCTBYIO 3TUX HOBbLIX YIIEHOB COBETA, KOTOpbIE
OyayT yKpennaTh CyllecTBylolMe cpeacTaa 3awunTbl kKnbepbesonacHoctTm n-
cnocobcTBOBaTb NoAAepKKe LeNoCTHOCTb n3bupaTenbHoro npouecca B Hoto-Nopke».

B 2013 roay rybepHaTtop Kyomo co3gan KoHCynbTaTuBHbLIM COBET NO BONPOCaM
knbepbesonacHoctu (Cyber Security Advisory Board) ans ocywectBneHus wratom
camoK COBPEMEHHOW CTpaTerMm 3almThbl HblO-MOpPKLEB OT knbep-yrpo3. CoBeT cocTouT
N3 BCEMUPHO M3BECTHbIX 3KCNEPTOB NO KMbepbe3onacHOCTU, KOTOPbIE KOHCYITbTUPYIOT
aAMWUHUCTPALMIO N BbIHOCAT PEKOMEHAALNN NO 3aLMTE KPUTUHECKN BaXKHOWN
NHPPaACTPYKTYpPbl N MHPOPMALMOHHBLIX CUCTEM WTaTa. HoBble YneHbl coBeTa ABNSAOTCA
crneumnanucTaMmm MMPOBOro YPOBHS B obnactu obecneyeHust knbepbesonacHOCTU U
©e3onacHocTM BbIOOPOB.

OTn JONONHUTENbHbIE peKoMeHAaLmm ByayT OCHOBbIBATbLCSA Ha YCMNELHOM
COBEPLUEHCTBOBaHUN rybepHaTopom n3bupatenbHon nHdpactpyktypbol B 2018 n 2019
rogax. MNMpegbigyLwme mepbl BKIIOYaOT co3gaHne Cuctemsl obHapyxeHns
HeCcaHKUMOHMpoBaHHOro nNpoHnkHoBeHus (Intrusion Detection System) n Ynpasnsembix
cnyx6 6esonacHocT (Managed Security Services), KOTOpble B HAacTosiLLee BpeMsi
obecneynBaroT 3aLmnTy OKPYXHbIX n3brpatenbHbix kKomuccnin (County Boards of
Election) n gpyrnx okpy>xHbIX MHPOPMALMOHHbIX CUCTEM OKPYroB, BCEOOBbEMIIOLLYYIO
oueHKy puckos M3bupartensHon komuccmen wtata (State Board of Elections) u
BblgerieHne 5 MnH Jonnapos Ha ynyylleHus B cpepe obecnevyeHns
knbepbesonacHoctn. Kpome Toro, 'pynna pearnpoBaHunsa Ha npobnemsl B cepe
knbepbesonacHocTy Npu YnpaBneHuu no BoNpocam HaumMoHanbHom 6e30nacHOCTM 1
ypesBblyarHbix cuTyauun (DHSES Cyber Incident Response Team) n LieHTp no



obecneyveHnto 6esonacHblx BbibopoB (Secure Election Center) wrtata noa
ynpasneHnem Komncenn wrarta (State Board) npegocrtaBnstoT okpyram
MHONBMAOYaNbHY NOMOLb Ans obecnedyeHns 6e30nacHOCTU NX CUCTEM U
pearnpoBaHus B Criy4ae BO3HUKHOBEHUSI MHLMAEHTOB.

C y4eTOM CoXpaHsaLLENCS yrpo3bl MHOCTPAHHOIrO BMeLaTenbCcTBa rybepHaTop BHOBb
nopy4yaet KoHcynbTaTBHOMY coBeTy (Advisory Board) npoBecTn 0630p TeKyLLmX
nporpamm n otaeneHun Hoto-Mopka B obnactn knbepbe3onacHOCTM 1 BbIHECTH
pekomeHAaLunn, KOTopble NO3BOMAT NOBbLICUTL 6€30MacHOCTb U YCTONHYNBOCTb
Hbto-Nopka.

CoBeT BOo3rnasnawoT conpencenatenu Jinnga Jlenceenn (Linda Lacewell), HayanbHuK
NenaptameHTta donHaHcoBbIx ycnyr (Department of Financial Services, DFS) wrata
Hbto-WNopk; Ixepemu LLokeTT (Jeremy Shockett), samectutens CekpeTaps no
Bonpocam obuectBeHHon 6esonacHocTu wTaTta Hbto-Mopk (New York Deputy
Secretary for Public Safety), n Yuneam MNenrpun (William Pelgrin), reHepanbHbI
anpekTop u coydpeamtens CyberWA, Inc. HoBble uneHbl coBeTa:

o Jhok lem6ocku (Luke Dembosky): I'-H Jembockn (Dembosky) siBnseTcs
napTHepoM topuguyeckon pmpmel Debevoise Plimpton, roe oH siBnsieTcs
conpeacenaTenem rno Bonpocam npakTukn knbepbesonacHoOCTU K
KOH(pMOeHUManNbHOCTM AaHHbIX, a Takke yneHom White Collar &
Regulatory Defense Group. PaHee r-H [Jembockn (Dembosky) pabotan
deneparnbHbIM NPOKYPOPOM, a B NocregHee BpeMsa — 3aMecTUuTenem
NMOMOLLIHWKa reHepanbHOro NpoKypopa no Bonpocam HaunoHanbHOM
6esonacHoctu B Munuctepctse toctuumm CLUA (U.S. Department of
Justice), rae oH KypvpoBan Bce Aena, CBA3aHHbIe C HaLMOHanbHowm
Knbepbe3onacHoOCTbIO.

o Jpuk Ppuabepr (Eric Freidberg): -1 ®puabepr (Friedberg) nmeet
30-neTHWI onbIT paboTbl B rocyapCTBEHHOM M YaCTHOM CEeKTopax B
obnactu npasa, pearMpoBaHUsa Ha UHUMOEHTLI B cdhepe
knbepbesonacHocTn, kKnbepynpaBneHuns, NHPOPMaLNOHHOM
6e30nacHOCTW, KPUMUHANMMUCTUKK, paccrefoBaHNN N XpaHEeHUs
3NEKTPOHHbLIX AOKYMEHTOB AN topuanveckmx uenen. OH sBnsieTcs
conpegcenatenem Stroz Friedberg, komnaHun, npegocTaBnsAoLen
KOHCYNbTaUWOHHbIE U TEXHUYECKUE ycryrn B cdepe knbepbesonacHoCTH,
npunobpeTteHHom Aon B 2016 roay, n nogpasgenerHna Aon's Cyber
Solutions, oTBevatoLlero 3a ynpasneHne puckamm B obnactum
kKnbepbesonacHocTu.

o [xactuH XeppuHr (Justin Herring): ['-H XeppuHr (Herring) aBnsaetcs
NCNOSTHUTENbHBIM 3aMecTUTEeNeM HavyanbHUKa otTaena 5
knbepbesonacHocTn [lenaptaMeHTa puHaAHCOBLIX ycnyr wTtaTta Hbto-opk
(Cybersecurity Division at the New York Department of Financial
Services), rge oH KypupyeT paboTty [lenaptameHTa no perynmpoBaHuto
knbepbesonacHocTn B oMHAHCOBOW oTpacnu. PaHee oH 3aHMMan
AOJPKHOCTb CTapLUero npokypopa no knbepnpectynneHnsv B
MunucTtepctse toctnuumn (Department of Justice).

o Jpe3 JInbepma (Erez Liebermann): B TeyeHne gecatun net r-H
JInbepmaH (Liebermann) paboTtan npokypopom B MUHUCTEPCTBE HOCTULMK
(Department of Justice), rae Bo3rnasnan paboTy no cyaebHomy



npecrnefoBaHuio KNbepnpecTynHUKOB U JOMKHOCTHbIX Nuy,. B HacToswee
BPEMS OH SIBISIETCS rMaBHbIM FOPUCKOHCYNbTOM MO BONpOcam
knbepbe3onacHOCTN N KOHPUAEHLMANBbHOCTH, a Takke BuLe-
npe3naeHToM No HOPMaTUBHO-NPABOBOMY PEryIMPOBaHMIO B KOMMAaHUN
Prudential Financial. Tam oH co3gan oaHy M3 nepBbiX PUOUYECKUX FPYIn
no knbepbe3onacHOCTM N KOHPUAEHUMANBHOCTU B KOMNAHWUM U3 CUCKa
Fortune 500 n kypupyeT Bonpochkl knbepbeszonacHoctu. [Jo nocTynneHns
Ha PUANYECKUIN dhaKynbTeT OH paboTan MHXeHepPOM No aBna- n
PaKeTOCTPOEHUIO.

o [lebopa MNnaHkeTT (Debora Plunkett): -xa NnaHkeTT (Plunkett) B
TeyeHne gecatuneTun pabotana B AreHTCTBE HaLMOHaNbHON
6esonacHocTtu (National Security Agency, NSA), rge 6bina crapwuimm
coBeTHUKOM gupektopa AreHTctea (NSA) n anpekropom no
MHopMaunoHHoMy obecneveHnto. OHa ABNAETCS ANPEKTOPOM
KoHcanTunHroson komnaHum Plunkett Associates, cneunanuaupyrowiencs
Ha KOHcanTuHre B obnactun knbepbesonacHoctn. C 2016 roga r-xa
MnankeTT (Plunkett) aBnsaeTca crapumm Hay4YHbIM COTPYAHMKOM MPOEKTa
«UmndppoBas pemokpatusa» (Digital Democracy Project), 3anyLieHHOro
LleHTpoM Haykun n mexayHapoaHblX oTHoweHun um. bendepa (Belfer
Center for Science and International Affairs) LLikonbl ynpaBneHns nm.
[bxoHa ®. KeHHean npu MapBapgckom yHusepcuteTe (Harvard's Kennedy
School of Government), n npegocTaBnsaeT KOHCYNbTaUun No Bonpocam
©e30nacHOCTM KaMnaHUN.

y6epHaTop Kyomo npeanpuHan n apyrne BaxHble warv Ans 3awurhbl
KOH(pmnaeHumansHon nHdopmauum xmntenen Heto-Mopka. B utone oH nognucan 3akoH
«OCTaHOBUTb XaKMHT U NOBbLICUTL 6GE30NaCHOCTb ANEKTPOHHbIX AaHHbIX» (Stop Hacks
and Improve Electronic Data Security), unn SHIELD, 3awmwatowmin Heto-MopKLEB OT
HapyLleHnn 6e3onacHOCTU. 3aKOH HanaraeT Ha NpeanpuaATUS, 3aHMMatoLLNECS
06paboTKoM YacTHbIX AaHHbIX, bonee cTporne obs3aTenbCcTBa N0 Hagnexawemy
yBEOOMIEHUIO 3aTparMBaemMblix NoTpebutenen B cnyyae HapyLweHnsa nx 6e3onacHocCTu.
'yGepHaTop Takke nognucan 3akoH, 0653bIBaOLWLMIA yYPEXOEHNS, NpegoCcTaBNAloLmne
OTYETHOCTb O NOTPEOBUTENBCKOM KpeanToBaHUK, npeanaraTe yCnyrn no
npeaoTBPaLLEHNIO XULWEHMUS NMNYHbIX OAHHbIX U CMArYeHM0 NOCNeAcTBUI Ans
notpebutenemn, kKOTopble NOCTpaganu oT HapyLleHUst cUcTeMbl 6€30MacHOCTM 3TOro

ydpexaeHus.

B mae [lenapTaMeHT dmHaHcoBbIX yonyr wraTta Heto-Mopk (New York State
Department of Financial Services) ctan nepebiM B CTpaHe perynartopom 6aHKOBCKOW n
CTpaxoBou gesTenbHoCcTU, co3gaswmnm OTaen knbepbesonacHoctn (Cybersecurity
Division) ansa s3awuTbl notpebutenen n npeanpuaTnin ot knbepyrpos. B cdespane 2017
roaa rybepHatop Kyomo o6basun, 4to [lenaptaMeHT (PUHaAHCOBbLIX YCNyr WwTaTta
Hbto-Mopk (DFS) npuHan nepeoe B CTpaHe nosiokeHune o knbepbesonacHocTu ons
3aLUTbI HbH-MOPKCKOM MHAYCTPUN PUHAHCOBLIX YCNYr 1 NOTpeduTenen oT NOCTOSIHHO
pacTyLien yrposbl knbeparak. NonoxeHusa JenaptameHTa oMHaHCOBLIX YCIyr wtaTa
Hbto-Nopk (DFS) B HacTosiLee BpeMa B NOSTHON Mepe AEUCTBYIOT B OTHOLLEHUN
bUHAHCOBOro CeKkTopa 1 cnyxat obpasLom Ans nogpaxkaHusa Ans gpyrmx
perynupyoLmnx nonoxeHun B obnactm kmbepbe3onacHoOCTU, Takux kKak TUNOBOWN 3aKOH
0 3awmTe AaHHbIX HaumoHanbHoOM accoumaumm ctpaxoBaHua (National Association of
Insurance Commissioner's Data Security Model Law) n n npegnaraembie ®egepansHomn



Toprosou komuccuen (Federal Trade Commission) nonpaeku K lNpaBsuny 6e3onacHoCTH
(Safeguards Rule).
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