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Pou Piblikasyon Imedya: 15/08/2025 GOUVENE KATHY HOCHUL

GOUVENE HOCHUL AVETI NOUYOKE KONT SMS ANAKAN AK SIT ENTENET
IMITASYON K AP CHECHE ENFOMASYON PESONEL

Eskwokri yo reklame kliyan dwe amann pou tiké trafik oswa pou fré E-ZPass yo

Yo fé sitwéb 'imitasyon’' yo pou sanble ak paj wéb ofisyél DMV a oswa paj
koleksyon peyaj yo

Gouvené Kathy Hochul te avéti Nouyoke yo jodi a sou nouvo tantativ pou volé
enfomasyon pésonel yo pa moun ki pretann yo se Depatman Veikil ak Moté
(Department of Motor Vehicles, DMV) Eta Nouyok oswa ajans peyaj yo. Koupab yo
konsevwa fo sit enténét ak mesaj teks eskwokri pou yo parét lejitim, tout sa pou twonpe
moun pou yo bay enfomasyon pésonél ki ka itilize pou komét vol idantite ak fwod.

"Pandan m ap travay di pou m mete lajan nan poch Nouyoké yo, eskamoté yo ap itilize
mesaj teks twonpri pou fé opoze a — pran lajan ou te travay di pou li ak enfomasyon
pésonél ou nan pwosesis la", Gouvéné Hochul te deklare. "M ap kanpe pou m
goumen kont konplo sa yo, epi m ap toujou defann Nouyodke yo kont nenpdt moun k ap
eseye pwofite de yo. Nou di ase."

Eskamoté yo souvan vize granmoun aje yo ak 16t Nouyokeé vilnerab yo, yo itilize yon
langaj ijan pou fé presyon sou viktim yo pou yo aji rapidman. Yo ankouraje Nouyoké yo
pou yo pran nouvel fanmi, zanmi oswa vwazen ki ka gen plis risk pou yo tonbe viktim
konplo sa yo.

Ou ka jwenn yon egzanp sit entenét ki 'fo' isit |a.

Eskrokri yo pretann yo soti nan DMV epi pretann gen yon pémi kondwi ki pral sispann.
Apre sa, yo bay yon delé tré kout pou peman. Eskwokri anvan yo te pretann gen moun
ki te deklare ke yo te pré pou sispann kont E-ZPass yo. Sitweb ofisyel DMV a se
dmv.ny.gov.

Si ou te pataje enfomasyon pésonél ou yo, ou ta dwe tcheke rapo kredi ou yo
regilyéman tou. Ou ka kontakte nenpot nan twa ajans rap0 kredi yo (TransUnion,
Equifax, ak Experian) pou mete yon alét jél kredi oswa fwod sou kont ou.
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Ou ta dwe chanje modpas ou yo tou, tcheke ddinaté w oswa aparéy ou yo pou viris, epi
avéti bank ou ak 10t konpayi ou gen kont avék yo.

Teks eéskwokri ak sit enténét imitasyon yo fét pou jwenn done oswa enfomasyon
pésonél sansib pou itilize pou komeét vol idantite oswa twonpe benefisyé a pou enstale
lojisyél malisye sou yon odinate oswa yon aparéy mobil.

DMV te kreye yon paj sou sit enténét li a konsénan atak éskwokri sa yo. Ou ka jwenn
egzanp mesaj teks yo la tou.

Depatman Sevis Teknoloji Enfomasyon (Information Technology Services) Eta Nouyok
la ofri konséy sou kijan pou evite atak eskwokri sa yo.

e Fé atansyon ak tout kominikasyon ou resevwa yo, menm sa yo Ki pretann soti
nan "antite ou fé konfyans." Fé atansyon lé w ap klike sou nenpot lyen ki nan
mesaj sa yo. Si w gen dout, pa klike.

« Pa voye enfomasyon pesonél ou pa imel. Biznis lejitim yo p ap mande itilizaté yo
pou voye enfomasyon pésonél sansib pa imél.

« Siveye siy revelate yo: move otograf oswa gramée, itilizasyon menas, oswa URL
la ki pa koresponn ak sa ki nan sit lejitim nan.

o Fé atansyon ak kantite enfomasyon ou poste sou entéenet la. Mwens enfomasyon
ou pibliye, mwens done ou mete a dispozisyon yon kriminél sou enténét pou
itilize nan devlope yon potansyel atak oswa fwod.

Men yon egzanp ak kisa dénye téks eskwokri a sanble.

Anplis de sa, Otorite Thruway Eta Nouyok la ak Pon ak Tinél MTA yo ap ogmante
konsyantizasyon sou teks eskwokri k ap chéche kolekte fré E-ZPass oswa fré peyaj pa
lapds. E-ZPass oubyen Tolls By Mail p ap janm voye yon teks oswa yon imél pou
mande enfomasyon pésonél sansib. Depi lansman Congestion Relief (Soulajman
Kongre) an Janvye, eskwokri mesaj téks ki soti nan "NY Toll Services" oswa 16t non
fwod ap chéche kolekte peyaj pou Zon Congestion Relief la. Yo konseye Nouyoké yo
pou yo pa aksede ak okenn lyen ki nan mesaj la oswa pou yo pa kominike avek mesaj
la. Kominikasyon reyeél ki soti nan E-ZPass Nouyok la pral non sélman refere kliyan yo
sou sitwéb E-ZPass NY la.

Si w gen dout, rele E-ZPass nan 1-800-333-8655 oubyen Tolls by Mail nan 1-844-826-
8400 pou jwenn asistans.

Komisé Depatman Veyikil ak Moté Eta Nouyok (New York State Department of
Motor Vehicles) la, Mark J.F. Schroeder, te deklare, "DMV pa voye téks bay kliyan
nou yo pou mande peman imedyat, epi sit enténét nou an bay enfomasyon anwo pou
ede itilizaté yo konnen i lejitim. Si ou te bay enfobmasyon pésonél atrave youn nan fwod
sa yo, ou ta dwe revize deklarasyon kont finansye ou pou tcheke si gen chaj ki pa
otorize."


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdmv.ny.gov%2Fmore-info%2Fphishing-attacks&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdca297e4c75a433eb00608dddc11a7b8%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638908690581312098%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=agYtapbslirzpt3XQVxLqYAyrOaM2AYjiX7Wr5mlXnE%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdmv.ny.gov%2Fmore-info%2Fphishing-examples&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdca297e4c75a433eb00608dddc11a7b8%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638908690581328489%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3wrThBRoUtUZdeRa5NJMqlLNpMWFBaMBczMoI%2FphXbo%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fits.ny.gov%2Fphishing&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdca297e4c75a433eb00608dddc11a7b8%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638908690581343301%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=MMJtK6YzVXauECRG%2BRnSlnymL6mXNo5H0Hkfuw%2FF07w%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governor.ny.gov%2Fsites%2Fdefault%2Ffiles%2F2025-08%2FDMVScam_02.pdf&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdca297e4c75a433eb00608dddc11a7b8%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638908690581357345%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=jccFiJNP49r%2Bq4OzIMMtxpJTrr8cSJdkfTcP8k28254%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.e-zpassny.com%2F&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdca297e4c75a433eb00608dddc11a7b8%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638908690581373325%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=PfZ1wl5lCAhsjRVwjojHLq1BB5JwdO8RXhYgyVqPRgo%3D&reserved=0

Direkte Egzekitif Otorite Thruway (Thruway Authority) Eta Nouyok la, Frank G.
Hoare, te deklare, "Otorite Thruway la angaje | pou sekirite ak pwoteksyon enfomasyon
pesonel kliyan nou yo. Ogmantasyon fwod mesaj téks ak 16t tantativ fwod pa eskamote
pou kolekte done pésonél mete konsomaté yo an danje. Nou ankouraje tout moun pou
yo rete enfome sou fwod sa yo pou pwoteje done pésonél yo. Si kliyan yo gen dout, yo
ka kontakte E-ZPass oubyen Tolls by Mail direkteman, nan telefon oubyen sou sitweb
ofisyél la, anvan yo klike sou nenpot lyen yo voye ba yo pa mesaj teks."

Prezidan MTA Bridges and Tunnels, Catherine Sheridan, te deklare, "Si moun
resevwa yon téks nan men yon nimewo enkoni k ap enstwi yo pou yo peye peyaj Zon
Soulajman Konjesyon an, se pa yon kominikasyon otorize ki soti nan E-ZPass oswa
MTA a. Eskwokri mesaj téks ki soti nan "NY Toll Services" oswa |6t non fwod ap chéche
kolekte peyaj pou Zon Soulajman Konjesyon an. Nou konseye w pou w pa aksede
okenn lyen ki nan mesaj la oswa pou w pa kominike avék mesaj la."
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