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Ona HemeaneHHoOW nyGnukauun: F'YBEPHATOP K3TWU XOKYIJ
28.07.2025

N'YBEPHATOP XOKYJ1 OB bSABUIIA O BCTYIMJIEHUU B CUINTY 3AKOHA OB
YKPEMJIEHAN KWBEPBE3OIMNMACHOCTH B LUTATE HbIO-UOPK

3akoH S.7672A/A.6769A yny4ywaem e03MOXXHOCMU Wmama rno ycmpaHeHUuro
yepo3 kubepbesonacHocmu, 3aujume Kpumu4eckol UHgpacmpykmypbi u
6opbb6e c npozpaMmamu-ebIMo2amesnsiMu

A9mom 3akoH npodomkaem ycunusi no co30aHuro 6osiee ycmol4vueod,
6e3onacHol u 3awuuw,eHHoU yugpoeoll cpedsbi 0551 ecex xumesnel wmama Hbro-
WUopk

CerogHs rybepHatop Katn Xokyn obbsBuna o BCTyNneHnn B CuIy 3akoHa
S.7672A/A.6769A, KOTOpbIN HanpaBneH Ha NoBbILWEHNE Knbepbe3onacHOCTH U
YCTONUMBOCTM BO BCeM WwTtaTe Hblo-Mopk. OTOT 3aKoH Bbin BNepBbie aHOHCUPOBAH
rybepHaTopom Xokyn B ee obpalleHumn o nonoxeHuun wrata (State of the State) Ha
2025 roa. CornacHo aTOMy 3aKOHY, BCE MyHULMMNANUTETbl U rOCy4apCTBEHHbIE
ynpaBneHus obsi3aHbl B Te4eHne 72 yacoB coobuaTtb 06 nHUmMgeHTax
knbepbesonacHoOCTN N B TedeHne 24 yacos coobLaTh O BbinnaTax Bbikyna
KnbepnpectynHukam B YnpaBrneHne BHyTpeHHen 6€30MacHOCTUN N SKCTPEHHbIX CyX6
wtata Heto-Mopk (New York State Division of Homeland Security and Emergency
Services, DHSES). B teueHne 30 gHen nocne nnarexa epTBa BbiIMOratenbcrea
AO0JDKHaA coobLwWmnTb cyMMy nnaTtexa, 06ocHoBaHME HeOHBXOANMOCTIN 3TOM BbINnaThl U
yKasaTb, Kakue npoBepkn Bbinn BbINOMHEHbI A4S obecnedeHnss 3aKOHHOCTW nnaTexa.
OTa MHopMauma NO3BONNUT YNYYLLNTb BO3MOXHOCTM LUTaTa N0 YCTPaHEeHMo yrpo3
Knbepbe3onacHOCTH, 3aLLUNTE KPUTUYECKON MHAPPaCTPYKTYypbl 1 Bopbbe ¢
nporpamMmmMamMm-BbiIMoraTensmu.

«Mbl B WwWrtaTe Hblo-Mlopke naem B HOry ¢ 6bICTPO pasBrUBAIOLLMMUCH TEXHOMOTMSMM 1
obecneuvnBaem 3awmTy OT Knbepyrpos, — ckasana ryéepHaTop XoKyn. — OTOT 3aKOH
yCuUnvBaeT HallM Mepbl pearmpoBaHusi 1 06s3bIBaeT nepenasaTth B YnpaBneHme
BHYyTpPEHHEN 6e30NacHOCTU U SKCTPEHHbIX CIyX0 wTaTa Heobxoammyto nHpopmaumto
ans obpaboTkm coobLueHun 06 atakax n ansa obecnedveHms 6€30nacHOCTU Xutenen
wrata Helo-Mopk».



HavanbHuK YnpaBneHusi BHyTpeHHen 6€30nacHOCTM U 3KCTPEHHbIX CIYXO wTraTa
Hbto-Uopk (New York State Division of Homeland Security and Emergency
Services, DHSES) xeku Bpen (Jackie Bray): «B wrate Hbto-Mopk
NpeanpUHNMAaloTCS LUIMPOKNE yeunus no coopy nHgpopmaumm ob yrposax
knbepbesonacHOCTM U Nporpammax-sbiMoraTensix. [locrne BCTynneHus B cuny aTux
HOPM HaluM cneumanucTbl nonyyaTt 6onblue BO3MOXHOCTEN ANS 3alMTe BaXXHON
NHMPaCTPYKTYpbl U NPOTUBOAENCTBUSA aTakam nporpamm-BbiMoraTenemy.

MyHuuunanuTeTbl 1 yNpaBneHus wrata MoryT nepegasatb MHopmaumo 06
NMHUMOeHTax knbepbesonacHoOCTH, BbinfaTax Bbikyna KnbepnpecTynHukam u
o6ocHoBaHuu Beinnat B DHSES vepes Be6-noptan no agpecy
https://www.dhses.ny.gov/.

MecTHble agMUHUCTPaLMK, HE3aBUCUMbIE areHTCTBa U BE4OMCTBA LuTaTa AOSMKHbI NO-
NPexXHeMy 3BOHUTb Ha ropsiyyo NUHUIO ['pynnbl pearnpoBaHnsa Ha KN6EPUHLUMAEHTbI
(Cyber Incident Response Team) DHSES no tenedoHy 1-844-OCT-CIRT (1-844-628-
2478), ecnun UM Hy>xHa HemMearneHHas NOMOLLb B pearMpoBaHun Ha KNOGEPUHLMAEHTHI.

'yGepHaTop Xokyn nognucana aToT 3akoH 27 WIOHSA Nocre NpoBeaeHUs Mo BUAEOCBA3N
coBellaHnga ¢ NpeacTaBUTenaMn MeCTHbIX agMUHUCTpaUMn Ans obcyxaeHus
npegnpuHUMaeMblx ycunum no obecneyeHuto 6e3onacHoCTN. 3akOH Takke 0ba3biBaeT
€XXerogHo NPoBOANTb TPEHUHTM MO KMbepbe3onacHOCTM AN rocy4apCTBEHHbIX
crnyalumx Bo BceM wWwrate Hbio-Mopk 1 ycTaHaBnmMBaeT cTaHgapThl 3aLuThl AaHHbIX
ANA NHPOPMALMOHHBIX CUCTEM, NOAAEPXKMUBAEMbIX LUTATOM.

OupekTop no knbepbeszonacHocTu wrata Hoto-Uopk Konun Axept (Colin Ahern):
«BBOOSA B AeNCTBUE 3TOT BaXKHbIN 3aKOH, LWTAT Hblo-Mopk ScHO nokasbiBaeT, 4To
BMECTE Mbl CUITbHEE. DTOT 3aKOH 0b6ecnevmBaeT KOOpANHaLMIO AENCTBMIA 1 OOMEH
nHdopmauuen. OH Takke Nocnyxmt obpasLom ons Bcen ctpaHbl. A 6narogapto
DHSES u nx napTHepckme BeAOMCTBa LiTaTa 3a pa3paboTKy NOHATHOW CUCTEMBI,
KOoTopasi NOMOXET Nosy4nTb OBLLYI0 KapTUHY KMOEepyrpos B LWUTATe M paclUMpUT Halun
BO3MOXXHOCTW aKTUBHOWM 3aLUNTbl KPUTUYECKON NHADPACTPYKTYPbI».

OTBeTCTBEHHBIN 3a MHOPMaLMOHHLIE TexHonoruu wrtata Helo-Mopk n aupektop
Ynpaenenus UT-ycnyr wraTta Helo-Mopk (New York State Office of Information
Technology Services, ITS) Opto Pan (Dru Rai): «lMNog pykoBoacteom rybepHaTopa
Xokyn wraT Hblo-Mopk nokasbiBaeT BCel CTpaHe, Kak yMerno 1 HaJexHO NoBbICUTh
ypoBeHb knbepbe3onacHOCTb areHTCTB LWTaTa, MECTHbIX aAMUHUCTPaLUIN, Kopnopauumn
W ynpaBfeHun wraTa, a Takke 3amaTth rpaxgaH oT LUMPOKOro cnekTpa NoCTOAHHO
passuBaroLmxcsa knbepyrpos. Bece npocto. KoHuenuus "egmHon knbepbesonacHocTm
wrarta" 6ykBanbHO OXBaTbiBaET BECh LUTAT, TO €CTb Kax4as opraHM3aums 4oSHKHa
UMETb OOCTYMN K UHCTPYMEHTaM 1 3HAHWSIM, KOTOPblE MOMOryT B 3Ton 6opbbe. A
rop>XyCb, YTO COrfacHoO 3TOMy HOBOMY 3akoHy ITS Tenepb OyaeT npegnaraTb
COTPYAHUKAM MECTHbIX aAMUHUCTPALMIA NEPBOKMACCHbIN OBLLNIA TPEHMHT NO
knbepbe3onacHOCTU, KOTOPLIN Mbl YK€ MPOBOAUM ANSA COTPYAHMKOB BEAOMCTB LUTaTay.


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dhses.ny.gov%2F&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdd29fdc1f055492e744308ddce020c92%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638893230380147506%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=snrvAUmrzrOi%2F%2FCqpE5RgSF9HRZxufod%2FvPDuRAeRGg%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governor.ny.gov%2Fnews%2Fgovernor-hochul-signs-landmark-legislation-strengthen-cybersecurity-across-new-yorks&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdd29fdc1f055492e744308ddce020c92%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638893230380167467%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=r%2FzFlM8Ilwgl0Jq1PTH2BUhFG0l2kJY8qYZPYRflueY%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.flickr.com%2Fphotos%2Fgovkathyhochul%2Falbums%2F72177720327185454%2F&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdd29fdc1f055492e744308ddce020c92%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638893230380181317%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4NJQIFKs7fKjpiQDHf6%2FJydw2Nrr6uUEHayyT%2FiTJLA%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.flickr.com%2Fphotos%2Fgovkathyhochul%2Falbums%2F72177720327185454%2F&data=05%7C02%7CRicardo.Pelaez%40otda.ny.gov%7Cdd29fdc1f055492e744308ddce020c92%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638893230380181317%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4NJQIFKs7fKjpiQDHf6%2FJydw2Nrr6uUEHayyT%2FiTJLA%3D&reserved=0

CeHatop wTtaTta MoHuka P. MaptuHec (Monica R. Martinez): «3awuTta rpaxgaH —
3TO BaxHenwasa 0693aHHOCTb NPaBUTENBCTBA, HO aTaku Ha KPUTUYECKYHO
NMHPaACTPYKTYpY CO34at0T PUCKM OJ11 OCHOBHbIX CrY>X0 1 ntoaen, KoTopble Nx
NCNOSb3YHT. OTOT 3aKOH AaeT MyHUUMNanuTeTam CTPYKTYpY, NOAOEPXKKY M
agMUHUCTPaTUBHbIE BO3MOXHOCTU, HEOOXOANMbIE AN 3aLUNThI XXUTENEN U1
HanoronnaTenbLKUKOB OT AnuUTENbHbIX c60EB B criyvyae knbepataku. A 6narogapto
rybepHaTopa XoKyn n Moux konner u3 JlermcnaTypbl 3a NOHMMaHWe LieHbl 6e34encTBumS
1 3a NPOABMXEHME 3TOr0 BaXXHOIO 3aKOHa».

CeHartop wTaTta KpucteH NoHcanec (Kristen Gonzalez): «B ycnosusax pactyLuen
undpoBM3aLMM MMpa Halln faHHble NOCTOAHHO NOABEpPratTCcs pUCKy. NockonbKy
HOBblEe TEXHOOrMM obneryarT Xakepam AOCTYN K HAaWUM AaHHbIM, ANS Halero
npaBuTENbLCTBA KNbepsalmta — 3TO He NPocTo Bbibop, a 06s3aHHOCTL. A 6narogapto
aBTOpa 3TOro 3aKOHOMPOEKTAa 3a MHULMATUBY U rydbepHaTopa — 3a NoAnuMcaHne 3Toro
3aKoHa. QTO pa3ymMHas Mepa, KoTopas MOMOXeT yKpenuTb knbepbesonacHoCTb Ha
MYHULMNANbHOM YPOBHE M YNy4dLlnMTb 06MeH MHopmaLumern 06 yrpo3ax B paMkax
WwTaTa. A HagewcCb, YTO BCreA 3a 3TUM 3aKOHOM ByayT NPUHATLI U Apyrue 3aKOHbl O
knbepbesonacHocTn ans obecnedeHns MakCumanbHOM TEXHONOrMYECKOMN
6esonacHocTu wrata Heto-Mopk».

UneH Accambneun bunnu [xxoHc (Billy Jones): «3TOT 3akOH 04eHb BaXkeH Ans
TEXHOOMMYECKOWM FOTOBHOCTM HALLEro LwTaTa. YHUKanbHble Yyrpo3bl, KOTOpbIe
UMPOBLIE 3MOYMbILLMIEHHMKN CO34atoT ANS HAaWnX MyHUUMNanuTeToB, TpebytoT
PELUNTENBHOMO M NPSAMOro OTBETA, U 3TOT 3aKOH Kak pa3 AaeT BO3MOXHOCTb
AEeNCTBOBaTb PyKOBOACTBY HaLLEro wrata M MECTHbIX agMUHUCTPaLNNA.
KnbepbesonacHoCTb CTaHOBUTCS BCe HBornee BaXHOM TEMOW BO BCEX CEKTOpaX
ynpaBneHus, 1 cnoCOOHOCTb HaLIMX roCyAapCTBEHHbIX YYPEXOEHUA N areHTCTB
pearmpoBaTb Ha yrpo3bl NpuobpeTaeT 0COOEHHO BaXXHOE 3HAYEHMEY .
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