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Ona HemegneHHon ny6nukaummn: 03.10.2022 F'YBEPHATOP K3TU XOKYJ

NYBEPHATOP XOKYI BbIMYCTUIA 3AABJIEHUE, B KOTOPOM OB bABIAETCA
O NPOBEAEHUN B OKTABPE MECAUA OCBEOOMJIEHHOCTU O
KWBEPBE3OMNMACHOCTU U NPUBOOATCA PECYPCbI ANA MAJbIX
NPEANPUATUN U XXUTENEN LUTATA HbIO-NOPK

Tema «[lpedcmaebme cebsi 8 KubepnpocmpaHcmee» nNodyepKusaem e03POCUWYHO
eaxHocmb kubepbesonacHocmu 80 ece 6oJiee MNOOK/IOYEeHHOM MuUpe

llpoyumamp 3asiesieHUe MOXHO 30decb

CeroaHs rybepHatop Katn Xokyn BbinycTuna 3asBrieHne, B KOTOPOM 00baABNsAeTCs O
npoBeaeHnn B OKTSAOpe MecsLla 0CcBegOMITIEHHOCTUN O knbepbesonacHocTun
(Cybersecurity Awareness Month). Mockonbky xutenu wrata Heto-Mopk Bee valle
cTarnkuBalrTCsa C yrpo3amm knbepbesonacHocty, MecsiL, 0CBEAOMITEHHOCTM O
Knbepbes3onacHOCTM CTan YacTblo LWTATHbIX U 06 eHaunoHanbHbIX YCUNA No
NPUBMEYEHNIO N NPOCBELLEHMIO 0DLLIECTBEHHOCTM B Bonpocax knbepbesonacHocTn, a
TaKke No NpeaoCcTaBNeHNo NHCTPYMEHTOB N peCypCcoB, NoMorarLmnx obecneynsaTtb
©e3onacHocTb B MIHTEpHeTe.

«Bbl MOXeTe 6bITb HOBUYKOM VIHTEpHETA UMY TEXHUYECKN KOMNETEHTHbLIM
crneumanncTom, Ho Knbepartakm NpeacTaBnaloT AN1s BCeX Hac yrposy Bcerga, korga mbl
OHNanH, — cKka3ana rybepHaTtop Xokyn. — B okTabpe aToro roga Mbl NpoBOoAgMM
KaMMaHuio No MHOPMMPOBAHWMIO XuUTenel wraTta Helo-Mopk Ha Bcex ypoBHAX
rocyapCTBEHHOrO M YaCTHOrO CeKTopa B YCIOBUAX, KOraa Hall wraTt B Maclutabe
CTpaHbl COXpaHSET NUAEPCTBO B pelunTenbHon 6opbbe ¢ pacTyLmmm yrpo3amm
kKnbepbeszonacHocTny.

Tema 19-ro exxerogHoro MecsiLa ocBeOMNEHHOCTH O KnbepbesonacHocTn
«MpeactaBbTe cebs B knbepnpoctpaHcTBe» («See Yourself in Cybery) nogyepkmneaeT
pacTyLLy BaXXHOCTb Knbepbe3onacHOCTM 1 NpusbiBaeT NMIOAEN N OpraHn3aumm NPUHATb
HeobxoaMmble Mepbl, YTOObI 3aWKUTUTL cebsa BO Bce Gonee NoakoyYeHHOM MUpE.

OupekTop no kmbepbeszonacHocTu wrarta Heto-Uopk (New York State Chief Cyber
Officer) Konun AxepH (Colin Ahern): «I'ybepHaTtop Xokyn yypeamna noct gupekropa
no knbepbe3onacHOCTH, MOCKONbKY OHA MOHUMAET BaXKHOCTb YKPEMMEHMS Halmnx
CcpencTB kMbep3alnTbl 1 3alnTbl HPPACTPYKTYpPbl KnbepbesonacHoCTH wrtarta oT
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HOBbIX Yrpo3. fA rop>XXyCb TeM, YTO 3aHUMAL0 3Ty JOIPKHOCTb. A 6yay 3aHMMaTbCA
dopMnpoBaHUEM U YKpENSIEHMEM OTHOLLEHUN Ha BCEX YPOBHSX rOCYJapCTBEHHOIO U
YacTHOro cekTopa ansa obecnevyeHmst 6e30NacHOCTM U YCTONYMBOCTU KPUTUHECKOM
WHPacTPYKTYpbI WTata Hbto-Mopk».

HavyanbHuK YnpaBneHus no Bonpocam HaumMoHanbHoOu 6e3o0nacHOCTU U
ypesBblYalHbIX cuTyaumn wrata Heto-NMopk (New York State Division of
Homeland Security and Emergency Services, DHSES) [1)xekn bpeu (Jackie Bray):
«Bawa yndposasa 6e3onacHOCTb BaxkHa Anist Hac. B aToT Mecsu, ocBeAOMNEHHOCTU O
Knbepbe3onacHOCTU Kaxabl U3 Hac JOMMKEH NpeanpUHATL HECIOXHbIE AeNCTBUS,
4yTOObI 3aWMTUTL ce6A 1 HawKM opraHn3aunn. Bkntounte MHOroakToOpHYyto
ayTeHTMdUKaLMI0 N NCNONb3ynTe HadeXHble naponu. byabte 6anTenbHbl U NOMHUTE O
duwmHre. N'ybepHatop XoKyn 1 BCe Mbl B aAMMHUCTPALUK WITATa Aenaem B 3TOM rogy
3HauyuTenbHble MHBECTULMM B KMbepbe3onacHOCTb, HO ANst AOCTMXEHNA HeobXxoanMon
3awmThl TpebyeTca yyacTme BCex Hac.

KnbepbesonacHOCTb — 3TO Cepbe3HbI BbI3OB 41151 BCEX OpraHM3aLmi, Ho 0COOeHHO
CNOXHbIM OH MOXET ObITb ANsi NPeAnPUATUR, KOTOPbIE CINLLKOM Marbl, YTOObl UMETb
crneumanbHoro gMpekropa no MHOpMaLMOHHON 6e30NacHOCTU U WTaT COTPYAHUKOB MO
KnbepbesonacHOCTH.

HenaptameHT puHaHcoBbix yenyr wraTta (Department of Financial Services, DFS) B
napTHepcTBe ¢ HekoMmep4eckon opraHmsaunen Global Cyber Alliance (GCA)
npegocTaBnseT MansiM npeanpuaTnam éecnnatHblii HAGOP MHCTPYMEHTOB MO
knbepbesonacHocTn, YTOObI OHM MOIMN 3aLNTUTL CEOSI U CBOUX KIMMEHTOB OT PacTyLLMX
kKnbepyrpos. becnnaTHbIn HABOP MHCTPYMEHTOB MO KNb6epbesonacHOCTM OXBaTbiBaeT
Takme obnactu, Kak ngeHTuduKaums annapaTtHoro 1 NnporpaMmmMHoro obecneyeHus,
O0OHOBIEHNE CPeacTB 3aLmnThbl OT KMBEpPYrpo3s, ycuneHme naponen n MHorogakTopHas
ayTeHTUdUKauus, pes3epBHoOE KONMPOBaHWE M BOCCTAHOBIIEHME aHHbIX, a TakKe
3almTa CUCTEM 3NIEKTPOHHOM NoYThl. becnnaTHbIn HAbop MHCTPYMEHTOB NO
kKnbepbesonacHoCTM Ansa Manbix npeanpuaTtun n paspaboTtaHHble DFS TunoBbie
nonnTUKK kKnbepbe3onacHOCTN MOXHO HanuTK Ha canTte DFS.

HavyanbHuk flenaptameHTa ¢puHaHcoBbIx yenyr (Department of Financial
Services, DFS) AgpueHH 3. Xappuc (Adrienne A. Harris): «OToenbHble
nonb3oBaTenu u NPeanpuATUs MOryT NpeanpuHATL HebonbLune AencTBua ans
ynyyleHus KnbeprurmeHol, Kotopble 6yayT UMeTb BonbLLOE 3HaYeHME Ans o0Len
6e3onacHocTu. lNepBble B CTpaHe HOpMaTMBHLIE NpaBuia knbepbesonacHoOCTH,
ony6nukoBaHHble [lenapTameHToM MHAHCOBbIX Yenyr wraTta Hito-Mopk,
obecneunBaloT 3alnUTy NoONb3oBaTeNen u NpeanpuaTuim, Tpebyst oT PMHAHCOBbLIX
yuypexaneHun BHeapeHus Takux 6a3oBbix cpeacTs knbepbe3onacHOCTH, Kak
MHOrogpakTopHasi ayTeHTUmnkaumsa».

BbibpaHHas B 3TOM roly TeMa npu3biBaeT OTAENbHbIX NONb30oBaTeNen U opraHmM3aumm
nydLue NOHSATb CBOK POSib B 3aLLMTE CBOEro y4acTka kubepnpocTpaHcTea. Ecnu
Kaxkabli BbINOSHUT CBOK YacTb paboTbl, NpUMeHsis 6ornee HagexHble NPaKTUKM
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obecneyeHnss 6e3onacHOCTH, NOBbILLIAs OCBEAOMIIEHHOCTb 00LecTBa, MHOPMUPYS
YSI3BMMYIO ayauTopuio 1 0by4asi COTpYAHUKOB, TO Hall B3aUMOCBSI3aHHbIA MUP CTaHeT
Be3onacHee 1 ycTonunBee 4151 BCEX.

OvpekTop No MHOpPMaLMOHHLIM TexHonorusam wrarta Heto-Mopk (New York State
Chief Information Officer) Augxeno «ToHun» Pupauk (Angelo «Tony» Riddick):
«KnbepbesonacHoCTb OCTaeTCcsa HalWmMM rnaBHbIM NpuopuTeToM. brnarogaps
MHUUMaTnBe rybepHaTtopa XoKymn 1 Halmx NapTHEPOB Ha BCEX YPOBHSIX yNpaBreHns
wTaT Hblo-Mopk Kak H1Koraa rotos k 6opbbe ¢ knbepyrpozamu. Mbl BCe JOMKHbI
B3aMMOAEeNCTBOBaTb U NPUHMMATL ynpexaaroLwme mepbl aAna obecnevyeHus
BesonacHocTM xuTenen wrata Hoo-Vopk».

OupekTop no nHcgpopmaumnoHHon 6esonacHocTu wrata Heto-NMopk (New York State
Chief Information Security Officer) Kpuc decenn (Chris DeSain): «BaxHo, 4ToObl
Kakabli Nonb3oBaTenb yaenan BHUMaHue 3alumte CBOMX LMgpoBbIX akTMBOB. BmecTe
C Halwen pacTyLien 3aBUCUMOCTbIO OT TEXHONOIMIN NOSABMASIETCA U HOBbIN PUCK ANs
KOH(MAEHUMANbHOCTN, LLENOCTHOCTU U OOCTYNHOCTU. [03TOMY Mbl BCE AOMKHbI
NoHMMaTb CBOK POJSib B yNpaBneHnsa aTummn puckamu. Kaxawbii rog Mecsu
0oCBeZIOMNEHHOCTUN 0 KnbepbeszonacHOCTN NpeaoCcTaBnAeT NPeKPacHy BO3MOXHOCTb
npvBreYb BHMMaHME K npaBunam "KnéeprurmeHnbl”, KOTopble MOMOratT Nonb3oBaTensm
3aWNTUTL CBOU NINYHbIE AaHHbIE, YCTPONCTBA U MHAOPMaLMIOY.

HauanbHuk nonuuum wrata Heto-Nopk Kesun M. Bpyen (Kevin P. Bruen):
«lMoCTOSAHHLIM BbI3OBOM A1 NPaBOOXPaHNTENbHbIX OPraHOB SBMSIETCS TO, YTO
NPECTYNHUKN UCMONb3YIOT HOBENLLNE UHTEPHET-TEXHONOMMN AN XULLEHNA CPEeACTB Unu
nonyyeHns JoCcTyna K KOHuaeHumanbHon nHpopmaunn. NockonbKy yrpo3bl Hallen
kKnbepbe3onacHOCTM CTaHOBATCS BCce bonee ocsa3aemMbiMn, Mbl BCE BMECTE A0JTKHbI
NPUHUMAaTL ynpexaarowmne Mmepbl, 4Tobbl 3aWwmnTUThL cebsa oT knbepaTtak. MNonuuna
luTaTa CoTpygHMYaeT ¢ NapTHEPCKUMU NPaBOOXPaHUTENBHLIMU CTPYKTYpaMu, YToObl
obecneunBaTb 3aWmMTy xuTeneii wrata Hoto-Mopk 1 addhekTMBHO 60poTLCS C
yrpo3amu 1 pearmpoBaTb Ha HUX».

Kaxxpasa Hegensa Mecsiua ocBeOMIIEHHOCTU O Knbepbe3zonacHOCTM NOCBsILLEHa
onpeneneHHon Teme:

e [loHMMaHune n BHeapeHue 6a30BbIX NPaKTUK KNbeprurmeHsl, BKoYas
co3faHne HageXHbIX NaponbHbIX dpas, UCNoSib30BaHNE MHOrOaKTOPHOM
ayTeHTMdukaumm, obHOBNEHE NPorpaMMHOro obecneyeHns n pesepBHoe
KOMMpOBaHWE OaHHbIX.

o PacnosHaBaHue n nHpopmmpoBaHme o nonbiTkax duwmHra, 6yab 1o
3MIeKTPOHHAs NoYTa, TEKCTOBbIE COOBLLEHNS UMK YarT.

o [lobyxaeHune nogen He ToNbKo k 6esonacHoMy nosefeHuo B IHTepHeTe,
HO U K TOMY, 4TOBbl NPUCOEAMHUTLCSA K MUCCUM NO 0BecneyvyeHunto
6esonacHocTu Hawero mupa B IHTepHeTe, caenas Kapbepy B obnactu
knbepbesonacHocTu.



o [lpugaHue knbepbeszonacHOCTN NPUOPUTETHOIO 3HaYeHUNA Ana GusHeca
nytem obecneyeHuns «6e3onacHOCTN NPOAYKTOB M NPOLECCOB» U
noowpeHnst obecneyeHnsa 6e30nacHOCTI NPU NOKYMNKe HOBbIX YCTPOWNCTB,
nogkntovaemblx K IHTepHeTy.

Ynpasnenue UT-ycnyr (ITS) Takke npoBoANT OOLLIELLITATHLIV KOHKYPC NIakaToB Mo
knbepbesonacHoCTM ANs AeTen oT 4eTCKoro caga Ao 12-ro knacca. OTOT KOHKYpC JaeT
YUUTENAM XOPOLUYH BO3MOXHOCTb 06paTuUTb BHUMaHWE AeTen Ha obecneveHne
B6e3onacHocTn B MIHTepHeTe B yBriekaTernbHOM 1 no3HasaTtensHon hopme. PaboTbl Ha
KOHKypC NpuHuMatoTes 4o 16 aekabps 2022 roaa. Mobeautenu s wrata Hito-Mopk
OyayT npencraeneHsbl Ha canTte ITS 1 NpuMyT y4acTue B HaUMOHaNbHOM KOHKYpCe,
nposogMmMoM MexXwTaTHbIM LLeHTPOM aHanm3a n obmeHa nHdopmaumen (Multi-State
Information Sharing and Analysis Center, MS-ISAC). Kpome Toro, ynpasneHue
npegnaraeT psg pecypcoB Ans obLecTBeHHOCTU, Harnpumep Habop maTtepmnarnos rno
knbepbesonacHocTtu (Cybersecurity Awareness Toolkit), KoTopbi BKNoYaeT
TemaTudeckue nnakartbl, kKaneHgapu, 6poLopbl 1 gpyrme matepuansl, KOTOpble MOXHO
CcKkayaTb U pacnpoCTpaHsTb, YTOObI MOMOYb B MPOABMKEHUM U YKPEMNSIEHUN TEM
knbepbesonacHOCT NPaKTUYHLIMU, MHPOPMATUBHBIMK, YBRAEKaTENbHbIMU U YO0OHbLIMU
crnocobamu.

MogpobHee cM. Ha canTe aMpekTopa No nHdopmaumnoHHonm 6esonacHocTtu (CISO)
Ynpaenenua UT-ycnyr n Ha cTpaHuuax segomctea B Twitter (ter #NYSCyber) u
Facebook.
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