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Ona HemeaneHHon ny6nukaummn: 27.06.2022 F'YBEPHATOP K3TU XOKYJ

N'YBEPHATOP XOKYJ1 HABHAYMIA NEPBOIO B LUTATE HbIO-UOPK IMNABHOIO
CNEUMNATIUCTA NO KNBEPBE3OINACHOCTH

Bedyuwuli mexx0yHapOoOHbIlU 3Kcrepm no kubepbesonacHocmu U HazpaxO0eHHbIU
eemepaH apmuu KonuH AxepH eo32/1asum mexeedoMcmeeHHbIe ycusus rno
3awume wmama Hbro-Mopka om ece 60s1ee pacnpocmpaHeHHbIX U CIIOXHbIX
Kubepyzpo3

Akcnepm 6ydem Kypupoeamb HedaeHO co030aHHbIlU O6BLeOUHEHHbIU
onepamueHbIll yeHmp 6ezonacHocmu

Ha3Ha4eHue cesizaHoO ¢ 6ecnpeyedeHMHbIMU UH8ecmuyusiMu u3 6ro0xema
wmama e uHgpacmpykmypy kubepbesonacHocmu e pa3mepe 62 MsIH dosuiapoe

CerogHs rybepHatop Katn Xokyn obbsaBuna o HasHavyeHun KonmHa AxepHa (Colin
Ahern) Ha AOMMKHOCTb NEPBOrO B UCTOPMM LUTATa rMaBHOro cnewuanucta no
knbepbesonacHocTn. AXepH, BeayLumin akcnepT B obnactm knbepbesonacHoCTy,
YCTOMYMBOCTHU K KNbepyrposam u passenku, BO3rnaBUT MEXBEAOMCTBEHHbIE YCUNUS MO
3awmTe wraTta Hoto-Mopk oT Bce 6onee pacnpocTpaHEHHbIX 1 CIIOXHBIX Kbepyrpos,
paboTtas Hag obecnevyeHnem 6€30MacHOCTM N YCTOMYMBOCTU K yrpo3am
kKnbepbe3onacHOCTM MHAOPMALIMOHHbIX aKTUBOB U KPUTUYECKON MHAPACTPYKTYpPbI
lTaTa, a Takke LEenocTHOCTU MHOPMAaLMOHHbIX akTMBOB LTaTa.

«WTaT Hbro-l7lop|< NPUMEHSET arpecCcmBHbIN, BEOYLLINN B CTpaHe NOAXO0A K
npeobpasoBaHuio Hallen MHPACTPYKTYpbl knbepbesonacHocTn ans 6opbObI ¢
BO3HUKAIOLMMUN YrpO3aMmn U YKPENIEHNS HaWMX MHOPMALMOHHbLIX aKTUBOB, —
ckasana ry6epHartop Xokyn. — f paga HasHaveHuto KonnHa AxepHa B kKayecTBe
NepBOro rmaBHOro cneumanucTa no kubepbesonacHocTy wrata Huto-Mopk. B anoxy Bce
©onee COBEPLUEHCTBYHOLLMXCA KNOEPYrpo3 NpoBEPEHHbIE 3HAHUA K oNbIT KonnHa B
apMunn, YacTHOM CEKTOpPE 1 NpaBuTENbCTBE ByayT MMEThb pellaloLee 3HaYeHne ans
BbISIBNIEHNS KNOEPPUCKOB, YKPEMNNEHUSA HALLMX CUCTEM OBOPOHbLI, NPeaoTBpaLLEHUS
aTtak 1 obecneveHns 3aluThbl xuTenen Hoto-Mlopka n Halwmx yupexaeHuny.

AxepH byaeT KypupoBaTb BCE MEPOMNPUSATMS MO OLIEHKE KNBepyrpos, CMSrYEHMo UX
NMoCrneAcTBUIA U pearnpoBaHUio Ha HUX, paboTas ¢ pyKoBOACTBOM KaXXgoro areHTcTea
lwiTaTa Hag ynpaereHnem kKnbeppuckamm 1 npegoTepalleHneM aTak. AXepH Takke



BO3rNaBuT HeaBHO 06bsBNeHHbIN O6beaMHEHHbIV onepaTUBHbIN LIEeHTp 6e3onacHOCTK
(Joint Security Operations Center, JSOC) — BegyLunin B CTpaHe, NepBbi B CBOEM pofe
LEeHTP No obHapy>XeHuno Knbepyrpos u pearmpoBaHuio Ha

nHUMaeHTbl. Co3aaHHbIv rybepHaTopomM Xokyn B cbeBpane, ueHTp 6yaet nrpatb
BaXXHYl0 posib B 0bmMeHe nHdopmaumren o knbepyrposax, addeKTUBHO CBA3bIBasA wWTaT
Hito-Mopk, ropoa Hbto-Mopk, MECTHbIE 1 perMoHanbHbIe OpraHbl BNacTi,
3aMHTEPECOBaHHbIE CTOPOHbI KPUTUYECKU BaXXHbIX MHAPACTPYKTYPHbIX 0OBHEKTOB U
heaepanbHbIX NAapTHEPOB.

FaBHbIN cneunannucT no KubepbeszonacHocTu KonuH AxepH: «[Ans meHs 6onbLias
4eCTb MOMYYNTb 3TY BOSMOXKHOCTb CIYXUTb XuTenam Heto-Mopka n pabotats ¢
rydbepHaTopoM XOKyn 1 ee KOMaHAOW Haj COo34aHUeM U yKpenneHnem Hallen
rocygapCcTBeHHOM MHAPACTPYKTYpbl KnbepbesonacHocTu. Hawa agMuHmucTpauus
HamMepeHa BO3rnaBuTb ycunus no obecneveHmnto knbepbes3onacHOCTN CTpaHbl, U 5
OYeHb paf NpUCcoeuMHUTBLCA K TEM, KTO HaXoaUTCs Ha nepeaoBon B aTon 6opbbey

PaHee AxepH 3aHUMan AOMKHOCTb NEPBOro 3amecTuTens gupektopa [pynnbl no
knbepbesonacHocTn ropoaa Heto-Mopka (New York City Cyber Command), a 3atem
ncnonHsawowero obszaHHocTn CISO, rae oH pykoBoaun npeobpasoBaHMeM HEGOMbLLOIO
KnbepnoapasaeneHmsa B OrpoMHoe areHTcTBo ¢ 6onee yem 100 genaptameHTamum m
oTAeNeHnsMM B NoaunHeHun. B pasrap naHaemum AxepH cosnan nepsyto B Hbto-Vopke
obna4Hyto cpeny 6e3onacHOCTU C HyneBbIM AoBEPUEM — MacliTabHoe MeponpuaTune,
nossonueLlee ['pynne no knbebe3onacHOCTN NEPENTN Ha yaaneHHy paboTy 1 npu
3TOM 3P PEKTUBHO 3alimnLLaTLCA OT kKubepyrpos. [lo Havyana paboTbl B ropOACKON
aAMWHUCTpaLmMm OH paboTan B chepe PUHAHCOBLIX YCNYr B KAYECTBE UHXEHepa Mo
©e3onacHoCTM 1 uccrnegoBartens Knbepyrpos.

AxepH Ha4an cBO Kapbepy B kayecTBe odumuepa apmun CLUA, nocTtynus Ha cnyxby B
pe3epB nocne TepaktoB 11 ceHTA6pa 1 oTcnyxus ABa roga B AdraHncrtaHe. OH
HEeOOHOKPaTHO 3aHMMan pyKoBOAsLLME AOMKHOCTU U 3aBEPLUNIT CBOK apMENCKYHO
Kapbepy B Ka4ecTBe KoMaHaupa poTbl B knbepopurage apmum CLUA, roe oH pykoBoaun
co3gaHneM cneumanMsaMpoBaHHOW OpraHm3auumn no NpoBeAeHUIo onepaummn B
knbepnpocTpaHcTBe. Ero BoeHHble Harpaabl BKno4aT BpoH30BY0 3Be34Y,
©GnarogapHOCTb B Npukase otnuumsLuerncsa Yactu (Meritorious Unit Commendation) ¢ 2
rpo3absiMu Ay0oBbIX NUCTBEB, Medarb 3a kKamnaHuto B AdraHuctaHe ¢ 3 3se3gamu
KamnaHum n Harpagy HoynrtoHa.

B HacTosiLee Bpemsa AxepH ABNSeTCa agbloHKT-npodeccopom LUkonbl
MeXOyHapoaHbIX N 06LWEeCTBEHHbIX OTHOLWEHUN Konymbunckoro yHmBepcuteTa
(Columbia University School of International and Public Affairs) n npurnawweHHbIM
nektopom EBponenckoro LeHTpa nccnegosaHmii B obnactn 6€3o0nacHOCTM MMEHM
[bxopoxa K. Mapwanna (George C. Marshall European Center for Security Studies).
OH nonyumn cteneHb 6akanaspa B YHuBepcutete TynenH n cteneH MBA B LLkone
6usHeca CtepHa Hbto-Mopkckoro yHnsepcuteta (New York University's Stern School of
Business).


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governor.ny.gov%2Fnews%2Fgovernor-hochul-announces-formation-joint-security-operations-center-oversee-cybersecurity&data=05%7C01%7CRicardo.Pelaez%40otda.ny.gov%7Cbe20bd2ada0343b4978708da58404018%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C637919330241349921%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=X7xQNQwvWAEzCzmByT%2BcaHefxnobtBj5dT4Bao7mDIc%3D&reserved=0

PykoBoauTtenb YnpaBneHus no BonpocamMm HauMoHanbHOW 6e30nacHOCTU U
ype3BblYauHbIX cuTyauun [hxekn bBpan (Jackie Bray): «bnarogaps seayiuen ponu n
npeasuaeHuio rybepHatopa Xokyn B Hblo-Mopke cosaaH nepsbiii B CBOEM poae
onepaumnoHHbIN LeHTp Ana knbepkoopavHauun 4enCTBUM MECTHbIX, FOCYy4apCTBEHHbIX
n dpegepanbHbIX NAapTHEPOB. B kayecTse rmaBHOro cneymanucTa no
knbepbesonacHocTn KonvH AxepH npmeHeceT 6oraTbin onbIT B pykoBoacTeBo JSOC n
BO3rMaBuUT HaLWWK ycunums no obecneyeHunto knbepbesonacHOCTU NO BCeMy LUTATY, YTOObI
obesonacutb xutenein Heto-Mopka oT NOCTOSIHHO pacTyLLMX KUGepyrpos».

OuvpeKTop No MHPOPMaLMOHHLIM TexHonormam wrata Helo-Nopk AHaxeno
«ToHn» Pupauk: «Beibop rybepHaTopom KonmHa AxepHa B kayecTBe nepBoro
FMaBHOro cneuuanucTa no knubepbesonacHocTn Huto-Mopka — 3To elle oavH war B
AarbHOBUAHOM M KOMMSEKCHOM NoaxoAe Hawlero wraTta K knbepbesonacHocTtu. B
wraTe Hbto-Mopk Mbl cepbesHo oTHoCUMES K No6oi yrpose 1 3HaeM, 4To NOAX0A BCEro
lwTata, NpU3HaLWUN LLEHHOCTb COTPYAHMYECTBA U CBOEBPEMEHHOIO obMeHa
ornepaTuBHOM MHJOPMAaLIMEN, MOXET caenaTb BCe YPOBHU BNAaCcTU CUIbHee,
6esonacHee 1 HagexHee. Mop pykoBoacTBOM rybepHaTtopa Xokyn wrat Heto-Mopk
yoensieT npuopuTeTHoe BHUMaHne knbepbesonacHOCTH, co3aaB NepBbI B CBOEM poae
O6beanHEHHbIN onepaTMBHbLIN LEeHTP 6e3o0nacHOCTU U NpeanpuHUMas Bce Mepbl 414
3aWmTbl KOHUAEHUMANbHbIX JaHHbLIX U obecnevyeHnss besonacHoCTu xutenen Hbto-
Wopka. YnpaBneHue no MHOopMaLmMoHHbIM TexHonormsam (ITS) ropanTes
BO3MOXHOCTbIO CbhirpaTbh BEAYLLYKO POSib B 3TOM KpanHe BaXXHOW MUCCUNY.

HasHaueHue rnaBHOro crneumanncTa no knbepbesonacHOCTM OCHOBLIBAETCHA Ha
NOCTOSIHHOW NPUBEPXXEHHOCTM rybepHaTopa XoKyn CO34aHu HageXHoM
MHPACTPYKTYpPbl 3amThl kKnbepbesonacHocTu. [loanvucaHHbIn rybepHatopom Xokys B
anpene 6omxkeT Ha 2023 puHaHCcoBbIN rog BkNoYaeT 61,9 MnH gonnapoB Ha
KnbepbesonacHoOCTb, YTO B [jBa pa3a NpeBbILaeT ypoBeHb NpeablayLero roga. 3tm
cpeacTBa NovayT Ha (brHaHCMpOBaHWE BaXHbIX Mep No obecneveHunio 3aLuThl,
BKINIOYasa paclumMpeHme WtaTtHoM nporpamMmmel knbepbesonacHoct Red Team ans
BbIMOSTHEHUS JOMNOSTHUTESbHbBIX TECTOB Ha NPOHUKHOBEHWE, pacLunMpeHmne nporpamMmbl
NoAroTOBKU K pearMpoBaHU0 Ha (PULLIMHT, CKAHUPOBaHWE YS3BUMOCTEN U
AOMNONHUTENbHbIE YCNyrn pearnpoBaHus Ha UT-UHUMAEHTbI. TU MHBECTUMLMM caeNnatT
BO3MOXHbIM — MpY aTake Ha OOHO 3BEHO obLen uenn — N3onaumio 1 3amTy
OCTarnbHbIX KOMMNOHEHTOB CUCTEMBI.

NHBecTnumm 13 6rogxeta BkntovaroT 30 MIH 4ONNapOB Ha NPOrpamMmy «COBMECTHbIX
yCnyr», KOTopas NOMOXET MECTHbIM aAMUHUCTPAUUSAM U OPYTMM PErMOHaNbHbIM
napTHepam NpMobpecTn N pasBepHYTb BbICOKOKAYECTBEHHbIE CEPBUCHI
kKnbepbesonacHoCcTn ons ynyJleHus cpeacTB kmbepsawmTsl. BsanmocBa3aHHOCTb
CO3[aHHBbIX LUTATOM CeTeN U MHPOPMALMOHHO-TEXHOMNOIMYECKMX NPOrpaMm O3HavaeT,
YTO aTakm MOryT BbICTPO pacnpoCTpaHATLCSA No Bcemy wTaTy. MHorue
rocyaapCTBEHHbIE yYpexaeHus He obnagatoT ouHaHcCaMn Unu pecypcamu,
Heob6XxoanMbIMKU NS 3aLKUTbl CBOMX CMCTEM, obecneyvmBaloLnX OKa3aHne BaXKHENLWNX
YCIyr, Takux Kak ycnyru B cgpepe 3gpaBoOXpaHeHWsi, MpaBoOXpPaHUTENbHbIE MepbI,


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governor.ny.gov%2Fnews%2Fgovernor-hochul-announces-fy-2023-budget-investments-create-safer-and-more-just-new-york-state&data=05%7C01%7CRicardo.Pelaez%40otda.ny.gov%7Cbe20bd2ada0343b4978708da58404018%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C637919330241349921%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=xgrnbJ99xF1XvFRZijevNj2NT0utDXNheihFxa%2Fi%2BIc%3D&reserved=0

yrnpasJrieHne B ‘-Ipe3BbI‘-IaI7IHbIX CUTyauunax, O4UCTKa BOAbl, CTpaxoBaHUe 6e3pa6OTVILl,bI,
— 1 3TO JIMWb Maliad nx 4acTtb.
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