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Ona HemeaneHHon ny6nukaumn: 07.06.2022 F'YBEPHATOP K3TU XOKYI

N'YBEPHATOP XOKYI OB bABUIIA O HAYATE 24- EXXEFOHOWU
KOH®EPEHUWN NO KNBEPBE3OIMNACHOCTWU B EMPIRE STATE PLAZA B
OJIBAHU

nasHoe meponpusmue wmama e cghepe kKubepbeszonacHocmu, Komopoe
Ha4YyuHaemcsi ce200Hs1, 7 UIOHSI, Npuesieks1o 8 CmosuYHbIl pe2uoH 6osee 1000
creyuanucmoes rno kubepbesonacHocmu, komopbie 6ydym ob6cyxdamb
ompacJsieeble cmpameauu, meHOeHyuU u UHHosauuu

'y6epHaTop Katn Xokyn ob6baBuna, 4to 24-a exxerogHas KoHepeHuus no
knbepbesonacHoctn (24th Annual Cybersecurity Conference), rmaBHoe meponpuaTune
wraTa Hbto-Mopk B cdhepe knbepbe3onacHOCTU, HAUYMHAETCS CeroaHs, 7 UIOHS, B
komnnekce Empire State Plaza B8 Onbanun. MeponpusTtne, koTopoe npoanutcs ao 8
nioHsa, cobpano 6onee 1000 cneumanmcToB No kKN6epbe3onacHOCTU U3 LITATHOW U
MECTHbIX aAMUHUCTPaLMIA, YHUBEPCUTETOB M YAaCTHOIO CEKTopa, KOTopble 00CcyaaT
HOBOCTM OTpacnn 1 nepenoBble NPakTUKK, Npu3BaHHbIE NOBLICUTL 6€30MacHOCTb WTaTa
Hbto-Mopk.

«lMNopnepxaHne HageXXHOM NHAPACTPYKTYpPbl kKnbepbe3onacHOCTK OYEeHb BaXKHO ASS
3awWwmTbl Xutenei wrata Heto-Mopk, a Takke npeanpusiTuii v y4pesxaeHuwii HaLero
luTaTa, — cKasana rybepHaTtop Xokyn. — ExxerogHasa KoHdepeHums no
knbepbesonacHocTn cobnpaeT BMecTe caMble Bblaatowmecs ymbl, 4ToObl nccrnenoBaTtb
pagvkanbHble MHHOBALMKN N HOBbIE CTpaTernm ans obecnevyeHuns 6esonacHoOCTu WwTaTa
Hbto-Mopk. A 6yay pana y3HaTb O HOBbIX BO3MOXHOCTAX MHBECTUPOBAHMS B
NHPACTPYKTYpY kKnbepbe3onacHOCTN HaLLEro wraTay.

KoHepeHuus cornacyeTcs ¢ AONroBpeMeHHON nporpaMmmon rydbepHaTtopa Xokyn no
3awmTe Xxutenen n npegnpuatum wrata Heto-Nopk oT knbepyrpos 1 NoBbILLEHNIO
obLen 6besonacHOCTU M 3alWMTbI WITATA.

PaHee B aTom roay rybepHaTop o06bsBuna o codgaHum B bpyknnHe O6beanHEHHOro
onepaTtMBHOro LeHTpa obecneveHns 6e3onacHocTn (Joint Security Operations Center),
KOTOpbIN ByaeT CryXntb PYKOBOAALUMM LLEHTPOM Anst 06 beAMHEHHbIX MECTHbIX,
LUTATHbIX U oeaepanbHbIX Yyeunun B cpepe knbepbesonacHoCTH, BKNOYarLWmMx coop
AaHHbIX, Mepbl pearnpoBaHnst 1 0bmMeH nHdopmaumen.


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.governor.ny.gov%2Fnews%2Fgovernor-hochul-announces-formation-joint-security-operations-center-oversee-cybersecurity&data=05%7C01%7CRicardo.Pelaez%40otda.ny.gov%7C6ada3893ecc4493cdae308da48a64ff7%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C637902176393911988%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=vpPeCBIpmBHvGIcdBrw%2BYWtHUh1homFQqyFfJn%2FIbBI%3D&reserved=0

UT-anpektop YnpaBneuusa UT-ycnyr wraTta Helo-Wopk (New York State
Information Technology Services) Augxeno «Toun» Pupauk (Angelo «Tony»
Riddick): «Mbl npuaHaem BaXXHOCTb knbep6e3onacHOCTM U NPoaoImKaem Aenatb Bce
BO3MOXHOE AN NpefoTepalleHns knbepyrpos B wrate Hoto-Mopk. ExeroaHas
KoHdbepeHLUMs no knbepbesonacHocTh wraTta Hbto-Mopk cobupaeT B OnbaHu Thicsum
3KCNepToB M NPodeccMoHanoB B 3Ton o6ractu, KoTopble 06CyXaatT nepeaoBble
NpaKkTUKN NOBbILEHNsT 6e3onacHocTM No BceMy wrtaTy. Cobmpas BmecTe cambix
AyYLWNX U TanaHTAMBbIX CNEeUnanncToB, Mbl cnocobeTByem paspaboTke
WHHOBALIMOHHbIX PELUEHN, HanpaBfieHHbIX Ha 3aWmTy 1 6€e30MacHOCTb NepPCoHarnbHbIX
[iaHHbIX BCeX xuTeneit wrata Huo-Mopk».

HavanbHuK YnpaBneHnsa no Bonpocam HauMoHarnbHON 6€30NacHOCTU U
ype3sBblYanHbIX cutyaumm wrata (Division of Homeland Security and Emergency
Services, DHSES) [Ixekun bpewu (Jackie Bray): «Haw wrat ctankmBaeTtcs ¢
pacTyLwmmMm yrposamm knbepbesonacHoCTu, KoTopble TpebytoT 6onee WMpoKoro
COTPYAHUYECTBa BO BCEX HALUMX CEKTOopax. ATa KOHEepeHUMsa gaeT HalMM napTHepam
BO BCEM LUTATE BO3MOXHOCTb KOOPANHUPOBATb YCUNUSA N 0OMEHMBATLCS
MHOpMaLUMeEN, OTHOCSALLLENCA K 3aLLNTE XUTENEN WwTaTa Hbro-l7lop|< OT pacTyLyux
Knbepyrpos».

HauanbHuk nonuuum wrata Heto-Nopk Kesun M. BpyH (Kevin P. Bruen): «o mepe
TOro Kak aTtaku Ha Hawm NT-akTuBbl y4allaloTCa, Mbl 4OSMKHbI B YIpeXaatoLweM pexmve
obecneunBaTtb 3aWMTy 3TON MHPPACTPYKTYpbI. ATa KOHPepeHuns cobmupaet
cneunanucToB anst 06CyXaeHnst HOBbIX Yrpo3 U CTpaTermn 3awmTbl HALWNX rpaxaaH,
npeanpusaTMn U rocyaapCTBEHHbIX yupexaeHun. PaboTas BMecTe, Mbl MOXEM
npegoTBpaTUTb DyayLmne KnbepnpecTynneHmns».

OpraHnsaTopom exerogHon koHdepeHuun ctano Ynpasnenme UT-ycnyr wrata Heto-
Wopk (Office of Information Technology Services, ITS) B cotTpyaHuyectse co LLkonoi
busHeca YHuBepcuteta Onbanu (University at Albany School of Business) npu y4actum
opraHusauum New York State Forum, Inc.

Mapuo MyconuHo (Mario Musolino), ncnonHutTenbHbIN AUPEKTOP OpraHu3auumn
NYS Forum, Inc.: «[1na obecneyeHns 6e3onacHoCTM BCex xuTeneii wrata Huto-Mopk
knbepbe3onacHOCTb A0MKHA BbITb rMaBHbIM NPUOPUTETOM Kak aAns UT-cneumanncTos,
Tak 1 ansa nonb3oBatenen. LLnpokoe ncnonb3oBaHmne BUpPTyarbHbIX COBpaHuii
rMbpuaHbIX pabounx MecT co3garno Ang BCex Hac HOBble CAOXHOCTU. [1pn 3TOM BaXHO,
4TO6bl Mbl MOHMManNM ypoBeHb Yrpo3bl 1 Aenanu Bce Heobxoanmoe Ans 3aluTbl HaWnx
LEeHHbIX aKTUBOB. JTa KOH(epeHUNs SBSeTCA YHUKaNbHOM BO3MOXHOCTbBIO ANs BCEX
Hac 0OMEHATLCS OMNbITOM HE3AaBUCMMO OT YPOBHS SKCMEPTHbLIX 3HAHUNY .

Mpe3npgeHT yHuBepcuteta Onb6aHm (University at Albany) ABuaaH Pogpurec
(Havidan Rodriguez): «KnbepbesonacHoCTb siBNSI€TCA OAHUM U3 TPaAULNOHHO
CUNbHbIX HanpaeneHun nccnegosaHn B Yumeepcutete Onbanun. UAlbany ropgutca
TeM, 4To Hawa Llkona 6usHeca yxe Jonroe BpeMsi y4acTBYeT B OpraHm3aumm
KOHdpepeHLmn no knbepbesonacHocTy wrata Heo-Mopk 1 exerogHoro cuMnosvnymMa rno



obecneyeHnto 6esonacHocTn. Mbl gaBHO coTpyaHudaem ¢ Ynpasnenmem UT-ycnyr
wrata Hblo-Mopk, 1 3To MeponpusTue BNSeTcs NpekpacHbIM NprmMepom
COTpyAHNYEeCTBA YHUBEPCUTETOB N rOCYAAPCTBEHHbIX YYpeXxaeHUn Ans nosbllLeHUs
HaZEeXHOCTU N yCTOMYMBOCTUN Hawwen UT-nHdpacTpyKTypbi».

WUcnonHuTenbHbI coaupekTop N3bupatensHoi kommccum wrata Heto-Uopk
(New York State Board of Elections) KpucteH 3e6poBcku CtaBuckm (Kristen
Zebrowski Stavisky): «ExerogHas koHdepeHumnsa no knbepbesonacHocTu wrtaTa Hbto-
Mopk noMorna Haluemy BefJOMCTBY NyYllie MOHATb COBPEMEHHbIE TEXHOMOMM U
TeHAeHUmMn, 4ToObl Mbl MO 1 Aanee obecneymBaTb 6€30MacCHOCTb HaLLen
WHPaCTpPYKTYypbl BbibopoB wTaTa. O6yyeHre n obmeH nHgopmaumen, B KOTOPbIX
y4acTBYIOT roCyJapCTBEHHbIE YUpeXaeHusi BCeX YPOBHEN N YHUBEPCUTETbI, NOBLICUITN
Hawy MH(OPMUPOBAHHOCTb O NOTEHUMASbHbIX KNOepyrpo3ax 1 NOMOrfn HaMm ynyyLllnTb
nnaHvpoBaHue ynpasneHus UT-puckammy».

B npunaTom 6rogxkeTe Ha 2023 domHaHCoBbIM rog rydbepHaTop XOKyn Bblgenuna Ha
knbepbesonacHocTb 61,9 MfIH goNnapos, YTO B [jBa pa3a NpeBbiaeT YpOBEHb
npegblaywiero roga. 3T cpeactsa NonagyT Ha (PprHaAHCMPOBaHME BaXXKHbIX Mep Mo
obecnevyeHnto 3aLmThl, BKIHOYas pacluMpeHne WTaTHOW NporpaMmmbl
knoepbesonacHoctn Red Team Ans BbINONHEHNSA ONOSNTHUTENbHbLIX TECTOB Ha
NPOHUKHOBEHWE, pacLUMpPeHne NporpaMmmbl NOArOTOBKN K pearmpoBaHnio Ha OULLIVHT,
CKaHMpoOBaHWe ysa3BUMOCTEN U AOMNONHUTENbHbIE YCIYrn pearmpoBaHus Ha UT-
MHUNAEeHTbl. bnarogaps aTMM MHBECTULMAM B ClyyYae atakuM Ha OfHY YacTb CeTu wrtar
CMOXeT N30NMpoBaTh U 3alLMUTUTL OCTalIbHYIO YaCcTb CUCTEMbI.

Takke B 9T0 accurHoBaHue rybepHaTop Bkntovmna 30 MnH 4onnapoB Ha Nporpammy
«COBMECTHbIX yCNnyr», KOTopasi TOMOXeT MECTHbIM aAMUHUCTPaLMSAM U OPYTUM
permoHanbHbIM NapTHepam NpnobpecTn n pa3BepHyTb BbICOKOKAYECTBEHHbIE CEPBUCHI
knbepbesonacHoCTM Ansa ynydleHns cpeacts knbepsawmnTsl. B3anmocBs3aHHOCTb
CO3[aHHbIX LUTATOM CeTeN N UHPOPMALIMOHHO-TEXHONOMMYECKUX NPOrpamMm O3Ha4aeT,
YTO aTaku MOryT ObICTPO pacnpoOCTpaHATLCA Mo BceMy wTtaTy. MHormne
rocygapCTBEHHbIE yuYpexaeHnsa He obnagatoT uHaHcCaMu Unn pecypcamu,
HeobXxo4MMbIMM ANS 3aWmUTbl CBOMX CUCTEM, obecneunBaoLmnx OKkasaHne BaXKHEeNLINX
ycnyr, Takux Kak ycnyri B coepe 3apaBooXpaHeHNS, MpaBOOXpPaHUTENbHbIE MEpPBI,
yrnpaBfieHme B Ype3BblHarHbIX CUTyauusaX, O4MCTKa BOAbl, CTpaxoBaHue 6e3paboTuubl,
— 1 3TO NULWb Manasi ux 4acTb.

[MoapobHyto MHbopMaumto 0 24-1 exeronHon KoHgepeHUmn no knbepbdesonacHocT
wtata Heto-Mopk cM. Ha canTe KOHdepeHUun No agpecy https://its.ny.gov/2022-nyscsc.

Cneaunte 3a HoBOCTsIMM C 3Toro meponpuatna B Twitter @NYSITS #nyscyber.
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