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F'YGEPHATOP KYOMO HAYA/ PACC/IELOBAHUE NO KUBEP-YTPO3AM B KPYNHEULUMX CTPAXOBbIX
KOMMAHMAX

ly6epHaTop dHApPO M. Kyomo (Andrew M. Cuomo) ceroaHa Hayan pacc/iefioBaHne Ha TemMy IeACTBUN,
KOTOPbIE CTPAXOBLLMKM OCYLLECTBAAIOT C LLe/bIO 3aLUMTbl CBOMX KAMEHTOB M KOMMNAHUIM OT Knbep-yrpos.
¥uTenm wrata Hbio-MopK A0BepAIOT CTPaXOBLMKAM MacCy KOHPUAEHUMANbHBIX MEANLMHCKIX, NMUHBIX
1 PUHAHCOBbIX AAHHbIX, KOTOPble 06A3aTENBHO A0MKHbI ObITb 3aLLULLEHDI.

YnpasneHue pUHaHCOBbIX ycayr wraTta Hoto-Mopk (Department of Financial Services — DFS) cerogHsa
pa3ocnano «nucoma 308» B NOAKOHTPO/IbHbIE EMY KPYMHENLINE CTPaxoBble KOMMaHMM ¢ NPOCb6oM
nNpeaocTaBnTb CBEAEHMA O NPUMEHAEMBbIX B HAX NPABUAAX U NOPALAKAX 3aWmTbl OT Knbep-aTak. «lMnucemo
308» — 3T0 MHGOPMALMOHHbIV 3aNpPOC, HA KOTOPbIN CTPAXOBLLMKM NO 3aKOHY 065A3aHbI OTBETUTD.

«CTporo KoHoUAeHUMaNbHbIE MEANUMHCKME, TNYHbIE N GUHAHCOBbIE AaHHbIE, KOTOPbIE XUTENM WTaTa
Hbto-MopK 10BEpAIOT CBOMM CTPax0BbIM KOMNAHWAM, — 3TO BUPTYa/bHbIN KNaj, ANA XaKepos, — 3aABUA
ly6epHaTop Kyomo (Governor Cuomo). — Mbl aKTUBHO HalleneHbl Ha obecnevyeHune Toro, Ytobbl 6aHKK
BHEAPWIM HeobXoAMMble CPeaCcTBa 3aLMTbl, HO Mbl LO/IKHbI 6bITb NOCTOAHHO HAYeKy, YTOObI
NpeaoTBPATUTL BO3MOKHYHO 0NAacHOCTb. Mbl A0/1KHbI ObITb B aBaHrapae KnbepHeTMyecKo
6€30MacHOCTM, NOCKO/IbKY 3HAaeM, YTO XaKepbl He COBUPAOTCA AaBaTh HAM NepeaplLLKy».

HauyanbHUK YnpaBneHus u conpegcenatenb KOHCYIbTaTUBHOIO coBeTa Mo KMBepHeTUYecKom
6e3onacHocTu (Cyber Security Advisory Board) npu N'ybepHatope beHaxkamuH M. locku (Benjamin M.
Lawsky) 3anaBun: «KnbepHeTtnyeckas 6€30MacHOCTb B CTPAXOBbIX KOMMNAHWAX YacTo UTHOPUPYETCS,
O[HAKO OHa C/IMLIKOM BaKHa, YTOObI MPOA0/IKaTb OCTAaBaTLCA B TEHU. Mbl LO/IKHbI CAeNaTb TakK, YTo
CTpaxoBble AaHHble 6blM 3aLMLLEHbI OT aTaK XakepoB, KOTOPbIe MOFYT NOCTaBUTb KuUTeael wraTa Hbto-
Mopk nog, yrposy».

Mucbma 308, KoTopble YnpasBaeHue CeroAHs pa3ociano CTPaxoBLUMKam, coaepraT npocbby o
npeaocTaBAeHMM OBLWMPHbIX CBEAEHUI B PaMKax NPOBOAMMOro YnpasaeHvem maclutabHoro
paccnefoBaHUA, BKAtOYasn:

® CBeaeHnAa o KM6ep-aTaKax, KOTOpPbIM KOMMNaHUKM nogBepranancCb 3a nocneaHne Tpu roaa;
® BHe4peHHbIE B KOMMNAaHUAX MepPbl 3allnTbl KM6epHETM‘-IECKOI7I 6E3OI'IaCHOCTM,'
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* NpaBunaa KOMMNaHWI MO YNPaBAeHNI0 MHGOPMALMOHHBIMM TEXHONOTUAMM;

¢ 06bem PUHAHCOBLIX U APYTUX CPEACTB, BblAeNAEMbIX KOMMNAHMAMM HA 3aLUTY KMbepHeTUYeCKow
b6e3onacHocCTy;

¢ 06LLe0praHN3aLMOHHbIE NPUHLMMbI U NPaBUAA BHYTPEHHErO KOHTPOSA KOMNaHWUK, Kacatowmecn
KnbepHeTnyeckol 6e3onacHoCTy.

PaHee B 3TOM rogy YnpasneHue yxKe oTnpasasno noAobHblie NMcbMa B MOAKOHTPO/IbHbIE eMy
KpynHeMwmne 6aHKKM € 3aNpocoM Ha NpeaocTaB/eHne CBEAEHUIN O BHEAPEHHbIX Y HUX NPaBMaax
KnbepHeTnyecKkol 6e3o0nacHoOCTy.

CoenaHHoe cerofHa obbABAEHWE NOCNEA0BAN0 HENOCPEACTBEHHO 3a yUuperKaeHnemM KOHCYNbTaTUBHOIO
coBeTa Nno KnbepHeTmyeckon besonacHoctu npu MNybepHaTtope Kyomo (Governor Cuomo), KoTopblit
NpPW3BaH KOHCY/bTMPOBATb aAMUHUCTPALMIO MO BONPOCAM Pa3BUTUS MHPOPMALMOHHOM 6€30MacHOCTU U
BHOCUTb peKOMeHAaLUK MO 3aLmTe 06beKTOB KM3HeobecneyeHA U MHGOPMALMOHHbLIX CUCTEM LUTATA.
l'y6epHaTop Bnepsble 06pucoBan B 06LWMX YepTax naer cosgaHnsa KoHcyibTaTMBHOMO coBeTa no
KnbepHeTnUyecKo besonacHocTM B cBoem ExkerogHom Aoknage 3akoHogaTebHOMY CObpaHuio B
AHBApe 3TOro roaa.

PaHee B 3TOoM MecsaLe rybepHaTop Kyomo (Governor Cuomo) Ha3Ban yneHoB KOHCybTaTUBHOIO coBeTa
no KnbepHeTnyeckon 6e3onacHOCTU. YneHbl cOBETa BXOAAT B YMC/I0 BeAyLIMX CNELLMAINCTOB MMpPa B
cdepe KnbepHeTn4eCcKon 6e30nacHOCTU U CMOTYT NPUMEHUTL CBOM OFPOMHbIN OMbIT KaK B
rocy4apCTBEHHOM, TaK M B YaCTHOM CeKTopax. ITo npeaceaaTtesib COBETA AMPEKTOPOB U reHepasibHbIi
AupekTop KomnaHum Good Harbor Consulting, 6biBLUMin coBeTHMK Benoro goma no 6opbbe ¢
TEPPOPM3IMOM U Mo KnbepHeTHdeckoi 6esonacHocTn Puuappg Knapk (Richard Clarke), npesnaeHt
KomnaHuu CrowdStrike Services LLloH NeHpu (Shawn Henry), npe3naeHT u reHepanbHbI UPEKTOP
LeHTpa 6e3onacHoctu MHTepHeTa (Center Internet Security — CIS), yupeantens MeKWTaTHOro LEHTPa
nHdopmaumoHHoro obmeHa u aHanmsa (Multi-State Information Sharing and Analysis Center — MS-
ISAC) Yunn Nenrpun (Will Pelgrin), ctapwmnii BULEe-NpesnaeHT u AMpekTop no MHGOPMaLMOHHOM
6e3sonacHocT Kopnopaunn «CoHn» ®un Peiturrep (Phil Reitinger), 6bi1BWKin KoopamHaTop Benoro
[0oMa no sonpocam KnbepHeTnyeckoi 6e3onacHoCTM K 0cobblii NOMOLLHMK Npe3naeHTa Obambl FoBapa,
Wmuar (Howard Schmidt). Conpeacenatenamm KoHCyNbTaTUBHOIO COBETa CTaHYT 3aMeCTUTeNb
cekpetaps 'ybepHaTopa no Bonpocam obuiecTtBeHHol 6e3onacHocTu (Deputy Secretary to the Governor
for Public Safety) 9nusa6er Meiisep (Elizabeth Glazer) n pykoBoantenb YnpasneHus ¢puUHaHCOBbIX yCayr
(Superintendent of Financial Services) beng:xamun M. Jlocku (Benjamin M. Lawsky).

MoAHbIN NepeyeHb CTPaxoBbIX KOMNaHWUIA, NoAyUYnBLLMX N1cbma 308 oT YnpasaeHma GUHAHCOBbIX YCAYT B
pamKax pacciefoBaHua aaMmuHUCTpaunm NybepHatopa Kyomo (Cuomo) o KubepHeTMyecKoi
6e3onacHocTy:

e Aetna
* AIG

o Allstate
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¢ AXA Equitable

¢ Berkshire Hathaway

¢ Capital District Physicians’ Health Plan
¢ Chubb

¢ EmblemHealth

e Empire

¢ Excellus BlueCross BlueShield
¢ Guardian Life

¢ Healthnow New York

* Humana

¢ The Hartford

¢ Integrated Healthcare Association
¢ Liberty Mutual

¢ MassMutual

e Members Health Insurance

e MetlLife

* MVP Health Care

¢ Nationwide

¢ New York Life

¢ Northwestern Mutual Life

¢ The Principal Financial Group
e Progressive

¢ Prudential

e State Farm

e TIAA-CREF

e Tower Group

e Travelers

¢ United Health Group
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